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ABSTRACT 

The use of cloud computing has gradually increased over the last decade. Healthcare provision has 

become more scalable, efficient, and effective through the cloud-based healthcare paradigm. This 

flexibility of emerging computing services has opened many possibilities for health organizations 

that did not exist before. But with that, security and privacy concerns have also increased. With this 

massive rise and adoption of cloud architecture in healthcare, it’s unclear how this paradigm shift is 

affecting the smart healthcare industry, which is varied, complicated, and distinctive. There is a need 

for auditing and evaluation of cloud services evolving in the health sector. In this paper, we explored 

the contemporary state and trends of healthcare by conducting a comprehensive survey to identify 

potential risks, vulnerabilities, and threats associated with the cloud computing platform. Moreover, 

cloud platforms like Secure G-Cloud, Pixel Conversion, tiers-based Cloud, and Cloud-of-Things 

have been discussed.  Finally, threats have been classified and mitigation, possible alternatives, and 

counter-stones have been proposed in order to eliminate identified threats. 
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INTRODUCTION 

 

The Healthcare system has changed widely with the use of the present information technology in both 

developed and underdeveloped countries across the globe. For the past few years, cloud computing has 

been serving as a paradigm of computing with a centralized body to control and govern network and 

end devices. In the healthcare industry, cloud computing has brought smart transformations and has 

changed the conventional healthcare system. Smart healthcare systems (SHS) have provided control to 

healthcare providers and patients control over their health records via smart devices [1]. Over time many 

solutions with different implementation models in the cloud have been introduced for secure smart 

healthcare [2].  
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Cloud computing was a great architecture till the end devices were not much powerful. Now end devices 

possess a great amount of storage and processing capabilities.  

Rapid advancement in technology and agile growth of networks has brought some serious challenges 

to cloud computing, for which cloud computing was never made to be faced. Therefore, cloud 

computing architecture felt a bit lacking in the methodology. 

 

Cloud is implemented as a centralized body to maintain control but it is also a single point of failure if 

comprised all the devices are unable to access resources [3]. The edge devices are more computationally 

powerful than ever before which makes the cloud even more vulnerable to DOS and DDOS attacks [4]. 

Since the health records come under the domain of sensitive data, breach of privacy and confidentiality 

can be a big concern in CC. Cloud computing architecture is usually secured using IDS, NIDS, and 

SIEM solutions [5]. These security solutions are signature-based which means they have to compare all 

the incoming traffic with the saved signatures in the database. Cloud computing has three different 

service models: Software as a service (Saas), Platform as a service (PaaS), and Infrastructure as a service 

(IaaS) [6]. A quick overview of models is visualized in Fig. 1. 

 

Similarly, cloud infrastructure has three main actors having access to data. There exist some evaluation 

schemes for the security assessment of Cloud products [7]. Among all, these actors include users of the 

system (patients, healthcare providers, system administrators), cloud service providers, and third-party 

owners (insurance companies). A smart healthcare system associated with data under surveillance is 

divided into seven sub-assets that are associated with medical records [8]. Details of these assets are as 

follows: 

1. Users' Personal Data (Critical and Noncritical) 

2. Patient Health Record (Medical History) 

3. Real-time Service Delivery (Availability) 

4. Intellectual Property (Sole ownership) 

5. Access Control/Authorization Credentials  

6. Network (Connection, Networks, API) 

7. Physical ( Hardware, Software, Backup server) 

8. CSP management (Cloud Service Platform)  

We spend our time and efforts on critical analysis of cloud computing and its rapid adoption in 

healthcare. 

 

In this regard, we thoroughly reviewed the working of the cloud network with health sectors and 

explored its trend in the past and present. This is done by conducting a comprehensive survey of 

vulnerabilities, risks, and threats associated with the cloud infrastructure. Moreover, competitive 

analysis is added to possible alternative technology of cloud computing like Fog and edge. Afterward, 

after a detailed analysis, we provided counter-stones and mitigation techniques that can be used to 

eliminate identified threats that are directly applicable to smart healthcare. 
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Figure 1: Models of Cloud Computing 

 

Organization of the Paper 

The paper is organized in the following sections as Section II contains a comparative study of existing 

literature associated with the selected domain. Section III provides a list of healthcare considerations 

before the actual implementation of the cloud in healthcare. Section IV covers hazards associated with 

cloud architecture. Section V provides details about counter-stones and a mitigation technique that can 

be used to eliminate potential threats. Finally, the conclusion and future work has been added. 
 

LITERATURE REVIEW 

 

Due to the novelty of our domain, we found comparatively less literature associated with our work. 

Major contribution in recent years has been discussed. The section provides a reference to past work 

that has been done in the field of cloud and the smart healthcare system. Moreover, in ensuring 

paragraphs we added true advantages and shortcomings of past efforts. The main requirements when 

developing security and privacy for Smart Healthcare System (SHS) include satisfying data semantic 

standards without unauthorized tampering, 24/7 availability of data to users, authorized use of data, and 

secure data transmission. Devi and Manju [9] proposed a framework that can recognize patients’ privacy 

for health records in CC. 

 

In this process of recognition, the patients were asked to encrypt the data by themselves via encryption 

schemes. Similarly, researcher Divya [10] proposed a system to improve the efficiency of the treatment 

of patients by providing an environment where the patients’ records are stored in a place that is 

referenced by the doctors. The system was designed to handle the patient’s history across the country 

by storing their records in a single shared place. Glasper [11] claimed that high companies such as 

Apple, Amazon, and IBM have started entering the medical space and partnering with healthcare 

providers to offer medical solutions for the modern patient C. 
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Wang et al [12] explored secure outsourcing for widespread large-scale systems of linear equations, 

which happen to be the most known computational tool and algorithm in engineering, used for the 

optimization of present systems. Jin li et al [13] proposed a Fuzzy keyword search for encryption of 

data over cloud computing. Craig Gentry et al [14] in their paper have proposed a fully Homomorphic 

scheme that practices the processing of data without giving access. Ming Li et al [15] have proposed a 

patient-centric framework for controlling data access to personal health records stored in trusted servers.  

 

A. Secure G-Cloud Based Framework 

Sana and Nidal in their paper introduced a framework that aimed to provide health facilities and services 

from government to citizens by benefiting from the electronic government cloud-based project Yasser 

[16]. The proposed system ensured the privacy and security of data in the cloud. In order to provide so, 

access control policies were enforced by multi-authority CP-ABE. With that multifactor user, 

authentication ensured no computational overhead on the system. A high level of interoperability and 

integration of data and services among healthcare providers was achieved in the proposed system. 

 

B. Pixel Conversion based Framework 

R. Aiswarya et al. in their paper proposed a framework based on the pixel conversion method. In an 

application scenario of healthcare with cloud computing, the framework seemed appropriate because it 

securely harnessed the cloud for big-scale problems. Results and security analysis demonstrated the 

practicality and validity of the framework in cloud-based healthcare. In order to provide security in the 

system asymmetric cryptosystems of homomorphic encryption i-e, Paillier Cryptosystem is used [17]. 

 

C. Three Tiers-Based Cloud Framework 

Sumon and et al in their paper proposed a framework based on a three-tier with a data mining approach 

to make the e-health-based systems better [18]. The system consisted of a Logic layer, SimpleDB 

sensor, and client based on the rich internet application. The user connects with the system via a rich 

internet application, then a cloud server i-e SimpleDB by amazon, which will provide a platform for 

user parties to integrate. The logic layer is the one that will implement rules for the system; it will reside 

between user and server. Rules of application and transaction logic, web service, data query, and data 

security are maintained and implemented by this layer. 

 

D. Cloud-of-Things Based Framework 

Ahead et al in their paper proposed a framework that integrated cloud computing and the internet of 

things thus named Cloud of Things [19]. The paper widely discussed the new platform and its 

implementation in healthcare. Energy efficiency and quality of service in CoT in healthcare were 

enlightened by the proposed framework. 

 

HEALTHCARE CONSIDERATIONS IN CLOUD INFRASTRUCTURE 

 

This section provides a list of the key requirement that must be filled before compliance with cloud 

computing in smart healthcare systems. To full fill the requirements of the Health Insurance Portability 

and Accountability Act (HIPAA) it is required to comply with CIA traits i.e. Confidentiality, Integrity, 

and availability of medical records. Fig. 2 provides a quick overview of associated terminologies. 

Confidentiality implies to ethical principle or legal right of a physician or other health practitioner to 

keep all information about a patient confidential until the patient consents to dissemination. 
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The key aspects that reside in this domain are as follows: 

 Confidentiality of medical records. 

 The anonymity of patients and healthcare providers. 

 Need to know the base rule for medical health records. 

 Ownership of medical health records. 

 Suspension of access to records when not needed. 

 Unlinkability i-e no link between identities, users, and records for unauthorized users. 

 No access to authorization/ authentication/admin credentials/encryption keys of the system. 

 

Integrity in healthcare can be defined as honesty in maintaining one’s medical records, and continuously 

adhering to professional standards, especially when it is difficult to do so. The key points indulge in 

integrity are as follows: 

 The integrity of medical health records of the patient. 

 Detection and prevention against data tampering attacks and violations of system. 

 The system should validate and authenticate the user on every login request made by a 

legitimate person or attacker. 

 Ensure non-repudiation i.e, access to the system by the user cannot be denied in any case. 

 Ensure intellectual property rights. 

 

The term “availability” refers to a sufficient restricted and adequate providence of required information 

to health workers with the necessary competencies and skills according to international standards for 

the population’s health requirements. In this regard, competencies, abilities, knowledge, and behavior 

of the health workforce must be measured by professional norms and as seen by users. 

 Real-time service delivery is something that is most valued when it comes to the requirement 

for the working of the system regardless of system failures. 

 Up to date data/system should be readily available. 

 Restoration and recoverability of stored data in case of any system failure, system crash, or 

natural disaster. 

 The efficiency and usability of the system is a must. 

 Secure transmission of data on communication channel. 

 

 

 
Figure 2: CIA Traits for Smart Healthcare 
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To ensure patient record safety, this should be compulsory for smart healthcare organizations to must 

comply with dis- cussed three triads i.e. confidentiality, integrity, and availability of data before the 

actual adoption of cloud. 

 

HAZARDS ASSOCIATED WITH CLOUD ARCHITECTURE 

 

This section provides details about challenges faced by cloud platforms including privacy, scalability, 

usability, and Data ownership. Moreover, a huge list of threats and vulnerabilities identified in the entire 

research phase has been added. 

 

A. Challenges of Cloud Infrastructure 

Security and Privacy: The SHS involves multiple stakeholders and actors in order to function.  Threats 

are associated o every asset which we will discuss in detail in the paper. Treatment and elimination of 

the risk associated with every asset to secure the CIA triad is a challenge. 

 

Data Management and Scalability: A good deal of structured and non-structured data will keep on 

adding to the cloud database, so data backups need to be located at geographical distances for better 

access and higher availability. In order to cater to the high traffic jams SHS should be able to scale itself 

without any delay or failure [20]. 

 

Usability: Acceptable user experience and usability of SHS have to be thoroughly considered to entirely 

exploit the potential of smart healthcare applications along with catering to the aspects of technical 

feasibility. [21] 

 

Quality of Service and Inter-operability: QoS needs to be on point since no margin of error exists in 

SHS regarding operation and services. Easy data migration and interoperability is required between 

primary and secondary cloud service providers i-e multi-tenancy. 

Availability: Confidentiality Integrity Availability Cloud Security CC resources and services must be 

drafted and designed for quick restoration and reliability. In order to provide error-free services and fast 

restoration, perfect testing models need to be implemented in SHS. 24/7 365 days is goal. 

 

Data ownership and Legislation: Medical records are the absolute property of the patient, healthcare 

provider, hospital, and insurance body.  An area of concern that has to be addressed is compliance with 

data privacy laws and the cross-border flow of information. In clouds, infrastructure needs to be fully 

imposed obligations based on patients’ confidentiality and consent agreements between them and 

healthcare providers. Data classification and sharing among different parties arise challenges. If 

standards like HIPPA are not implemented the integrity of SHS cannot be fully assured. 

 

B. Threats and Vulnerabilities 

Threats and Vulnerabilities associated with Cloud Infrastructure and Smart Healthcare systems are 

identified against each asset. There are four major categories of identified threats i.e, data threats, 

network threats, cloud-specific threats, and other miscellaneous threats. Table. 1 provides details of 

these 4 categories along with their subcategories. Moreover, seven sub-assets associated with medical 

records are also mapped and in fourth column. 
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DISCUSSION ON CORNERSTONE, MITIGATION, AND POST ALTERNATIVE 

TECHNIQUES 
 

This section proposes a solution to counter the existing threat model and propose some possible 

alternative to cloud computing along with their advantages and limitations. 

 

A. Cornerstone and Mitigation Techniques 

As above we have mentioned our assets, threat classes, and vulnerabilities associated with them. Our 

first class was data threats which discussed data loss, data temper, and data breaches. In order to mitigate 

such attacks, we need strong encryption schemes for critical data. Using Anonymity of users and data 

can prevent exploitation of a vulnerability. Two-factor authentication, identity management, and a strict 

access control list for the system are a must. As we are discussing the privacy of data, compliance with 

a standard will add more reliability to the architecture of the system.  

 

Table 1: CLASSIFICATION OF THREATS ON CLOUD INFRASTRUCTURE 

Threats Threat 
No 

Type Details/ Affected Asset Category Vul. No Vulnerability Associated 

Data Threats T1.1 Data Breach Unauthorized access to sensitive in- 
formation due to poor access control 
and security control. 
(A1,A2,A5) [22-25] 

I,E V1 - Insufficient access control 
- Weak/poor credentials 
- Weak encryptions 

Data Threats T1.2 Data Loss Loss of data due to theft, power failure, 
ransom/malware attack/phishing attack. 
(A5,A1,A5) [26-28] 

D, E, I V2 - Poor backup mechanisms 
- Poor user training 
- Malicious Users 
- Weak Data protection 

Data Threats T1.3 Data Tamper Damage, change or misuse of data. 
(A1,A2,A3,A5.A4)  

T V3 - Insider Threats 
-Weak authentication Mechanisms 

Network 
Threats 

T2.1 DOS Unavailability of the system to users. 
(A3) 

D V4 - No whitelist/blacklist implementation 
- No tracking of connections 
- Weak Rate limiting 

Network 
Threats 

T2.2 Malware/ 
Ransomware/ 
Phishing Attack 

Compromise of the system leading to 
any damage to CIA of system. 
(A1,A2,A3,A4,A5) [29-31] 

S, T, D V5 - No Web and email Filers 
- Weak security Infrastructure 
- No or less security Awareness 

Network 
Threats 

T2.3 Insecure 
connection/ 
API / Interface 

Any insecure gateway (at user end or 
CSP) leading to loss, unauthorized or 
unavailability of system. 
(A1,A2,A3,A5,A6) [32-34] 

S, D V6 - Poorly constructed SLA 
- Cloud service provider lock in 
- Internet availability 

Cloud   Spe- 
cific Threats 

T3.1 Misuse of CSP Unauthorized access or use of cloud 
due to poor infrastructure or poorly de- 
ployed security mechanisms. 
(A1,A2,A3,A5,A6,A7,A8) 

S, 
T,I,D, 
E 

V7 - No audits of CSP 
- Shared access 
- Poor or no encryption mechanism 

Cloud   Spe- 
cific Threats 

T3.2 Insufficient 
Spot and Check 

Not enough cloud and security experts 
by user organization leading to security 
problems. 
(A3.A5,A6,A7,A8) 

S, T, R, 
I, D, E 

V8 - Insufficient security staff 

Cloud   Spe- 
cific Threats 

T3.3 Third party at- 
tacks 

If Cloud has outsourced a part of the 
system with improper or insufficient se- 
curity controls and access mechanisms 
with legal paperwork, might lead to bad 
shared access and damage to system and 
data. 
(A1,A2,A3,A5,A6,A7,A8) 

T, R, I, 
D 

V9 - Poor SLA with multiple vendors 
- Unevaluated business risk 

Other Mis- 
cellaneous 
Threat 

T4.1 Power Failure Power failure leading to unavailability 
of system. 
(A3) 

D V10 - Poor backups 

Other Mis- 
cellaneous 
Threat 

T4.2 Natural 
ter 

Disas- Any unanticipated disaster leading to 
loss of system or even back up system. 
(A3,A7) 

D V11 - Poor backups 
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For SHS, HIPPA and ENIST can be used. Our next threat class is comprised of network threats. 

Malware/Phishing/Ransom attacks and insecure connection/API/interface were discussed in T-class. 

Such attacks can be prevented with the use of intrusion detection systems, intrusion prevention systems, 

blacklisting/whitelisting of requests generated, use of web /email filters at the end of healthcare 

providers/ cloud service administration, and security awareness training should be conducted. 

Implementation of network access control, secure routing algorithms, and APIs is a must in order to 

avoid these threats. A well-constructed SLA between CSP and healthcare management comprising all 

security and privacy policies should be the start of this healthcare service. If there is a multi-tenancy in 

the system then that should be added to the respective SLA. 

 

The next t-class mentioned threats related directly to the cloud. Cloud resource monitoring is required 

by CSP to avoid such threats. CSP itself needs to be audited to maintain the security image. The 

technical security staff should be well trained and sufficient in number. CSP should have evaluated 

the business risks and treated them accordingly. Again, if there is a third-party cloud, proper SLA should 

be maintained. Other threats are power failure for which proper backups must be maintained. And to 

avoid delays and latency cloud servers should be geographically located evenly. The system should be 

readily available if any natural disaster or unforeseen calamity happens. 

 

B. Post Alternative Techniques 

Fog Computing in Smart Health Care system: To fix the issues and uphold the challenges being faced 

in cloud computing, Fog computing is introduced. As a new standard of computing, it is still not taken 

as a full concept in society.       It is an expansion of cloud computing at the edge of the network, which 

is a virtualized staging of resources providing storage, networking, and computation services to the 

users more efficiently. The architecture of Fog computing would consist of the device layer, fog layer, 

and cloud layer. In recent years SHS has been shifting to fog computing. Ahmad and et al proposed a 

framework called Healthfog which primarily focused on the improvement of privacy problems 

regarding medical records and system security by adding cloud-based security software [35]. 

 

In [36] Rahmani et.al performed an analysis on fog computing in healthcare by introducing a medium 

layer that received unprocessed information from the sensor devices and then stored it on cloud devices. 

A comparison on basis of characteristics of fog and cloud-based computing is as follows. 

 
Table 1: Characteristics Comparison Of Cloud, Fog, And Edge Computing. 

Char. Cloud Fog Edge 

Data Storage Enormous Limited Limited 

Data Transmis- 

sion 

Device to cloud Device 

to Device 

Faster 

Latency High Low Low 

Distribution Centralized Distributed Distributed 

No of nodes low High High 

Aggregation of 

data 

Entirely at 

Cloud 

Partially 

to cloud 

Partial to edges 

and cloud 

Scalability Very Adaptive Limited 
adaptive 

Limited 
adaptive 

Security Not user de- 

fined but CSP 

User-defined User-defined 

Mobility Limited Supported Supported 

Real-time 

Delivery 

Supported Supported Supported 
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Edge Computing in Smart Health Care System: Edge computing is an emerging distributed 

technology architecture that aims to empower end devices [37 - 38]. Cloud computing was the best 

solution as long as the cloud itself had more processing power and resources than end devices. In 

recent decades, end devices had great technological advancements. Rapid evolution in technology has 

enhanced the capabilities of end devices. 

 

The end devices are more capable in terms of computation power, storage, and communication than 

ever before. Soraira et al in their research proposed a framework that highlighted improvements in 

resource utilization and patient length by use of edge computing. A comparison on basis of 

characteristics of edge and cloud-based computing is as follows. 

 

CONCLUSION 

 

The security and privacy of the healthcare system is an ongoing challenge. Maintaining the 

system, and securing it physically and logically with maximum efficiency is the goal. After a 

thorough study, we can conclude that data security and privacy measures will evolve with time 

in the smart healthcare system. Although we have summarized security attacks in along with 

their mitigation techniques, this threat paradigm is continuously increasing. There are open 

research challenges, some of them are discussed, as well as directions for future research can 

be derived from this thought analysis of multiple cloud infrastructures and services. The 

research invites professionals to the design and implementation of best practices for slow and 

smooth adoption of the cloud. 
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